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Biometric Attendance Systen'l 2018

Preface

"ET I AOCOEA ! OOAT AAT AA 3UOOAI j"13Qq EO A DPAOO
of India that was implemented in the Central and State Government Officeshél system
enables the employees to register attendance by simply presentirigeir biometrics (finger
print/lris) in the installed biometric devices, that is authenticated online from the bio

metrics (Aadhaar) stored in Unique Identification Authority of Irdia (UIDAI).

The purpose of this document is to serve as a handbook for the Government (Centre and
State) agencies that use and are to use BAS for th&il D1 T prdsdnéeO

Targeted Audience

This document is intended forthe following envisaged Agncies;

1 Ministries and Departmentsof Central Governmenrganizations.
1 Autonomous Central Government bodies, institutions and offices
i States, Districts and other Semi Government bodies like municipalities

i Central Public Sector Units
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Biometric Attendance System

Government of India employs several thousand officials working across Ministries,
Departments and various organizations under itself. The management of attendander
employees is a complex but necessary task, since the presence of officials in offices directly
impacts produdivity and efficiency. Traditionally, attendancewas managed through registers
where officials marked their attendance upon arrival in office. Howevey supervision of this
systemwas difficult and liable to incorrect information being entered into the sysem. Late
arrival and early departure of employeesvas acommon occurrence across organizationand
created a situation where the sincere and punctual employees fftediscouraged and @-

incentivized.

Several offices have implemented electronic attendance sigms in recent times, where the
manual entries into the registers have been replaced by electronmttendance marked
through smart-cards or biometric systems. These systems have allowed easy compilation and
scrutiny of attendance data leading to better spervision and monitoring. However, such
systems are often stanehlone systems and do not permit easy sharing of attendance data
across various levels within the system, except with the officials authorized for monitoring
the attendance information. Such sstems are also often implemented independently by

various offices leading to duplication of cost and effort.

Therefore, it became impesative to develop and implement a centralized system for
monitoring attendance in all government offices. Such system slud leverage on existing
identity infrastructure created by Aadhaar which will result in cost, efficiency and scalability
advantages. Not limited to this, the systemalso encourages Green India by abolishing paper

usage there bymaking it environment friendly.
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The Traditional Attendance System

The traditional attendance monitoring systems face the following challenges:

1 Largely manualz register based systems

1 Electronic systems are implemented in silogyjneasy b monitor across various levels

1 Card-based systems are liabldor misuse orproxies.

1 Several officials work acrossnultiple locations, or move elsavhere for official duties to
different locations. Standalone systems cannot collatideir presence in such cases and
are registered absent during sweh instances.

1 Compilation and monitoring of attendance data in standalone systems is difficult

1 No proper MIS facilities available for future use

1 No real time check available in traditional systems.

1 Employees stay duration hours not properly reflected ogr productivity.

1 More wastage of Papers and environment unfriendly.

5|Page



Biometric Attendance Systen'l 2018

Evolution of BAS

BAS was started as the 1st Digital India Project during September 2014, to prune the
conflicting effects of traditional attendance system. Its agrations started from Central
Government Offices in Delhi and scaled up horizontally henceforth Organizations omn
boarded the system with the front end devices (Android Tablets / Desktop devices) installed
in their premises and the same was cordinate by the BAS Helpdesk in getting all tasks done

in a speed and smooth mode.

The employees registered their attendance by presenting their biometrics thatis
authenticated real time from UIDAIL. The objective of bringing transparency in employee's
presence and their work duration hours was effectively realized through this mechanism.
Surveys that were carried out during the time reflected a steady increase in the performance
I £ Ai b1 TUAA8O DOAOAT AAs

In the first phase of implementation, approximately 150central Government organizations
on boarded more than 40,000 employees on common attendance portal i.e. attendnace.gov.in.
1000 wall mounted bio-metric attendance terminals, 5000 finger print scanning devices and
200 IRIS devices were procured by NICSI wth were installed in around 100 Government

Bhawans/buildings.

Since users were not fully aware of handling and installation of biometric attendance devices,
workshops were conducted to educate the users. Feedbacks were taken regularly to improve

the system in the path of smooth attendance marking.

The BAS's success helped gxtending the hands to State bound offices. Till date, ovéd40
Central and State Government Organizations have on boarded ab&takh Central and17
Lakh State employees in the gstem (attendnace.gov.intentral.attendnace.gov.in/

"state".attendance.gov.ip with 80K active devices.
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BAS& its Salient Features

The management of attendance for employees is a necessary task for all organizations

becausel EALE préséntelrbdfices directly impacts productivity and efficiency Since the

supervision of traditional attendance system was difficult and liable to incorrect information

being entered, the government decided tomplement acommon biometric based attendance

system acras Indiawith a basic requirement, an Aadhaar number.

BAS Fedures:

1
1

Cloud-based software & hardware installed operated from NIC National Data Centre.
Dedicated secure connectivity between National Data Center and UIDAI.
Real time monitoringand user friendly online registration.

Works in Simple Android WindowsbasedDevices.

Built-in Leave Management features.

Integrated with SMS & Emaifacilities.

Accessto the systemthrough simple Internet setup.

Connectivity of terminals / devices established throgh WiFi/GPRS

The system has comprehensive MIS

No Hardware lockin for devices.

Centralized dashboard facilities in attendance portals broadcasted.
Marking of Attendance anytime / anywhere.

Access to past attendance records anytime.
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How BAS Works

The Front End System would be ray device (Tablet or Iris or a desktop) having hardware
and client attendance application. Thedevice would wait for the user to enter his/her
attendance id Once the attendance id is captured, the application would promghe user to

provide the biometric data required for Aadhaar online authentication.

Then, the system encrypts the request as per the security standards and senitito UIDAI
for real time authentication and gets a simple "Yes" or "No" or an error messagé.any, in

response.

The Back End Sstem or attendance sever then accepts the responseand records the
response as "Intime" or "Out-time" or "Error codes" in to the Attendance Database that is

reflected in the screen of that person who marked attendase.

How BAS Works ?

APl / APP
Server

=i

DATABASE
On Master Slave Model

END POINT DEVICE AuA/ AsASERVER

INDEX::
—>  Attendance marking cycle 1
<« Communicating back from outside Servers
Internal DB communication between API/APP to DB
- AEBAS rewriting to DB

UIDAI SERVER

National Informatics Centre 1

Figure: 1
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Bringing BAS to Your Organization

Illl'mm“ ﬁ
| mdimistry, Govt.

Depertment,
Attachsd affics,
Central Offices,
S=mi Gowt,, Stats
Gavt,, Central PSL,
Statutory or MEDE

-

Figure: 3 BAS Application Overview
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On-boarding guidelines

Organizations interested in using BAS are required to follow process guidelines for smooth

switchover to the modern and futuristic BAS.

Identification of Nodal Officer

To facilitate the implementation and thereafter operate the Biometric attendance system, it
is desired that the Ministry/Department shall nominate a Nodal Officer for acting as a Single
Point of Contact (SPoC) for driving the Bimnetric attendance initiative. The Nodal Officer

shall be responsible for:

1 Monitoring and coordinating with the stakeholders for smooth functioning of the Bie
metric attendance system

1 Providing update facility for biometric updating in case of poor biemetric capture
during enrolment process

1 Generating attendance reports.

1 Installation of device.

1 Appointing a biometric adminfor managingdevice registrations in Organiations.

The agencies may use the format placed & B D AT Afér@aptlring the details of the

organization as well as Nodal Officer.
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Registration of Organization

The Organizations are required to register online (once) on the portal for using
attendance.gov.iricentral.attendance.gov.in/Haryana.dtendance.gov.inby giving number of

employees and their existing website name. Once the registration of the organization is
complete, the organization will be listed in the portal for the enrolment of the employees

and generation of various types of repds pertaining to the organization. The steps for on

AT AOAET ¢ T OCAT EUAOEIT ET OEA AOOAT AAT AA bPi OO0OAI

ORGANISATION OMBOARDING

The Attendance process is initiated by the Nodal Officer when he sends a request to BAS for

registering an Organization.

be filled and submitted offline and online)

1 In case of offline registration Download theOn boarding form from the portal. This form
is shownin Appendix A.

1 The Nodal Officer fills up the form and gets it signed and stamped by the Head of the
Organization. The scanned copy of the form is then forwarded to the BAS Helpdesk.

1 The Helpdesk adds the organization and replies to the Nodal Officer infamg him/her
the organizationadded.

1 Helpdesk provides a URL of the Organizations attendance portal to the Nodal Officer.
User Id and Password are sent on his email id and mobile number through SMS.

1 TheOffice Locatiorand Designationis sentto the Helpdesk.

1 Helpdesk adds the Office Location and Designation and again replies to inform Nodal
Officer about it.

The Online form is different from the offline form and the user is required to fill up the
following form accordingly. The fields in the form are sdl explanatory and esponse is

mandatory for most of the fields
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0O Attendance govin m

Ve Orgmzsson On-bourding Fom (3

S

Fmcson Lismoy Frosy

Office Siwt Tre.
O 8 T
Figure: 4(a)
O Attendance.govin |23 n
Organization Onboarding Form . -

Erter the code exacay m appeans:* 9 le(0A6

Figure: 4(b)

The form shown in figure, 4(a) and 4b) is filled by Nodal Officer online.
A Temporary Organization Numberis sent to the Nodal Officer on his email id and
registered mobile number.

1 By clicking on the Manage Organization Gboarding Form button, the information

provided in the form can be edited multiple times before it is sent to the Helpdesk.
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The Temporary Organization Number and OTPare required to edit the nformation
on the form.
1 Helpdesk has the option to review all new and under process requests.
The Organization and Domain registration request goes through 2 levels before it is
approved. Once the verification is done it goes to the helpdesk for final pregsing

The information about the approval or rejection is sent to the Nodal Officer.

Manage On-boarding Form B o Vi Dy g
Organization Name Modal Email Nodal Mobil: Status  Creation Date Action
st = oie
Figure: 5

Having submitted the form, the details such a®rganization Name, Nodal Email, Nodal Mobile,
Status and Creation date will reflect on the screen along witle Actions that can be takerEdit,
Print, Upload File, View and ExitA Temporary Registration Number is sent on the
mobile/email. Keep the temporary registration number safe as it will be required to login for
Edit/Upload/Print of organization details before approval from our Helpdesk Team. If
required the details can be edited and once it is done, the form can be submitted for

processing. Upon submitting the form, the following screen will appear

[ Attendance.govin =

W Employes Registration

4 Announcement wew

Organization Hame Nedal Email Nedal Mebile Status  Creation Date Action

7 FAMQ

Tedd aiGn 100000000 Pending  Febrwary 3, 2018

& Al Dashboard

Figure: 6

The form is uploaded successfully. The sigmm generates aTemporary Registration Number
and sends it on Nodal Officers mobile number& Email.

When the user clicks orExit, the following screen will appear
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[ Attendance.govin, 155 “

Manage Onboarding Form @ Home

mai us 3t helpdesk attendance(atioovidothn

Enter e code exacty as kapoears:* A 6A BA 4

Figure: 7

The information provided in the form earlier can be edited entering

1 TemDT OAOU 2 A CE O GentbodKodd Officédsl mbiAle 6

1 Mobile Number.

1 Typing the Security Code shown.

1 Clicking on Submit
Another screen will appear which will ask the user to enter th@TPsent on the Nodal Officers
mobile. Having entered the OTP, a siem generated confirmatory mail is sent to the Nodal

Officer, which has a link. When he clicks on the link the following screen appears

Confirmation organization on-boarding Request o i

© Confirmation organization on-boarding compleled successfully. - Further Process:
[ m The submiied infoomation vl be d

Figure: 8

The request is then sent to the Helpdesk Team. Once it is approved; organization attendance
URL and nod&credential are shared. This process takes-2 days.

Thereafter; nodal can login into its own attendance portal and get employee registration and

other modules ready accordingly.
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Registration of Employees

Once the organization is registered with the #endance portal, the Nodal Officer will log on to
attendance.gov.in with the user name and password provided to him and create a master list of
Office Location along with Designation, Divisions/Units within the organization.The
employeesof the organizaion are required to register online on attendance.gov.in portal for

enabling them to mark attendance.

The Employees haveDT AEIT1 1 AT 111 ETA & O0i OOET ¢ OEA
attendance portal. Once the details are filled, the employee datmes to the quality check
team of UIDAI/Nodal Officer of the organization for verification. After the approval from the
nodal officer, the employee becomes active in the attendance portal and can mérls
attendance through the devices installed. The deila are required for on boarding of

employees in the attendance portal can be foundinBD D AT AEQ@ O#8 8

EMPLOYEE REGISTRATION

In order to Login and Register, the user will visit the organizations attendance portal. The
Employee will register as explainedelow-
1 Click on Employee Registrationand the following form registration form will be

displayed as shown in figurebelow.

Figure: 9
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